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Logic and methodology for hierarchical monitoring as a means of fault
detection in existing large scale, data rich HVAC systems
Abstract
The purpose of this research is to develop effective methods of noncapital improvements in the operation of
existing large scale data-rich heating, ventilation, and air conditioning (HVAC) systems, through the use of
system data commonly routinely logged by building automation systems. Using the Iowa State University
campus system as a test bed, we develop a systematic hierarchical method of HVAC system analysis and the
setting of monitoring schemes. Our approach takes account of commonalities of location, use, subsystem
identity, equipment type, etc. provided by basic engineering knowledge in order to monitor for signals of
abnormal/degraded system behavior. It takes account of systematic temporal effects like those of season, use
patterns that vary with day of the week, diurnal effects related to weather and sunlight, etc. In the end, our
methodology becomes a battery of multivariate control charts, carefully thought out and matched to the
application.
This work has huge potential economic and environmental impacts. Short term savings are potentially
available by reducing energy consumption through utilizing smarter control. Long term savings come through
monitoring, which helps identify newly developing areas of energy waste and system problems, allowing for
quick correction. Preventative maintenance opportunities arise from detection of evolving system
inconsistencies. The reductions in energy consumption and waste potentially resulting from this methodology
support a sustainable future.
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1 Introduction
The purpose of this research project is to develop and demonstrate effective methods of noncap-
ital improvements in the operation of existing large scale data rich heating, ventilation, and air
conditioning (HVAC1) systems. Iowa State University (ISU) is a test bed for developing methods
for approaches. ISU Facilities Planning and Management (FP&M) has given the team access to
the university Metasys R© building automation system (designed by Johnson Controls, Inc.). This
system controls HVAC for the university and collects the data associated with it. The data is
stored in an SQL database, which the team also has access to. This database is a huge collection of
signals from sensors and actuators for all buildings on campus that are connected to the building
automation system (BAS2). This work will use an Iowa State University campus building as a
motivating and test case and ISU Facilities Planning and Management will be the first beneficiary
of whatever advances we make.
We aim to develop an appropriate and useful automatic multivariate monitoring system. On-
going “production mode” monitoring is needed. Looking for patterns and outliers retrospectively
is unrealistic due to the sheer magnitude of data. However, some form of data mining will be
performed. We will be sleuthing past records looking for outliers, anomalies, and blunders. There
is a need for this as a means of data cleaning in order to determine natural variation for monitoring.
The monitoring system will involve determining online or “near real time” monitoring algorithms
to identify developing problems in important parts of the HVAC system. The monitoring will need
to incorporate pattern recognition and fault detection, and produce appropriate alarms with not
too many false alarms. This may require complicated, high dimensional process monitoring with
fault detection capabilities. As a means of ongoing monitoring, the monitoring scheme should run
automatically and send signals (to an existing high level data collection and display system like
Metasys R©) that alert to developing problems in near real time. To fully take advantage of the
critical physical relationships that exist within an HVAC system, the monitoring scheme needs to
be structured hierarchically and to logically recognize what should be commonalities, such as:
• common processing equipment
1HVAC is also called heating, ventilation, and cooling.
2A building automation system is also referred to as a building management system (BMS), a building control sys-
tem (BCS), a facilities management system (FMS), an energy management system (EMS), or an energy management
and control system (EMCS).
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• common physical locations
• similar spaces
• similar uses
• similar sensors
The overall objective is to develop logic and methodology for monitoring and control of a
large existing HVAC system. We need a systematic approach to go through a building and break it
down into systems and subsystems. Within these, the critical relationships need to be distinguished
from the trivial ones. The key is to identify the critical relationships between elements of a huge
number of sensor and actuator signals (currently taken every quarter-hour at ISU). It is attention
to these critical relationships that will provide for better monitoring and control of such existing
HVAC systems. We want to give a generic methodology for analyzing a large existing building and
detecting the HVAC problems an existing system develops, those that cannot be accounted for at
the design stage.
Iowa State University is a test bed for developing methodology. The goal for Iowa State Univer-
sity is to make their system work better, to provide them with a noncapital approach for improving
their existing system. To date, working with ISU IT, FP&M, and HVAC experts, we have gained
knowledge of the university HVAC system and the Metasys R© data collection and archiving system.
(Currently on the order of 4 million data values describing system state are archived each day at
ISU.) Since the BAS and HVAC system for the university are extremely large, we decided to narrow
the focus to one building for which to provide a prototype. Hoover Hall, a large existing building in
the College of Engineering, is the initial test bed for this work. We will use Hoover Hall and data
from the Metasys R© building automation system in developing and demonstrating our methodology.
Before providing a description of our current thinking about methodology, we proceed to define the
intended scope of our work in terms of the kind of systems we plan to consider. In addition, we
provide information on the structure and control of the university HVAC system, as well as Hoover
Hall, before proceeding to methodology.
2 Scope
Our plan is to consider existing large buildings and building complexes with HVAC systems con-
trolled by a building automation system. We will restrict attention to systems with a level of
instrumentation and sensors no more extensive than those of ISU’s system. We are going to rely
only on data that are normally available in such systems, the variables that are typically collected
in BAS’s. In other words, there will be no requirements for additional sensors or for additional
data collection. The goal is to develop effective methodology applicable to the typical sensor and
controller data commonly available from a building automation system.
3 Description of Physical System
We start with an overall description of the ISU campus buildings. From there we discuss the typical
HVAC systems at ISU along with the building automation system. We finish by describing the
specifics about our prototype, Hoover Hall. Some of the information in this section can be found
on the ISU Facilities Planning and Management website http://www.fpm.iastate.edu/.
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Figure 1: Iowa State University campus map plan view with buildings shown in tan.
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3.1 Iowa State University Campus
The Iowa State University campus, shown in Figure 1, is situated on just under 2,000 total acres
and contains approximately 160 buildings. In addition there are 18 residence halls with 3 dining
commons and 2 apartment complexes with 2 community centers. The oldest building on campus
was built in 1860 and the newest in 2013. The campus buildings range in size from a minimum of
266 gross square feet (gsf) to a maximum of 348,698 gsf.
Our research focus is on buildings that have all or, at the very least, some of their major HVAC
systems controlled by a BAS. On the ISU campus there are 99 buildings, not including residence,
that fall into this category. The average year of original construction for these buildings was 1963
with a standard deviation of 35 years. Table 1 shows the individual data for year constructed of
each building.
Table 1: Stem and leaf plot showing original year constructed for each building on the BAS.
The ones digit for year is to the right of the |.
189 1 2 3
190 3 6 6 7 9
191 1 2 3 4 5 6 8 8
192 3 4 5 6 7 7 8 8 9
193 3 3 9
194 0 0
195 0 0 2 8
196 1 2 4 4 5 5 7 7 7 8 8 9 9 9
197 0 1 1 2 3 3 5 5 6 6 6 7 7 8
198 0 5 5 8 9
199 0 0 0 2 2 4 6 7 7 8 8 9 9
200 0 2 2 3 3 3 4 4 5 7 8 9 9 9
201 0 0 0 2 3
For these 99 buildings the distribution of building size is described in Figure 2. The average
size is 83,628 gsf with a standard deviation of 75,967 gsf. However, since the size distribution is
skewed, as seen in Figure 2a, a better indication of the distribution center may be the median of
56,924 gsf. Figure 2b shows the total number of buildings grouped by size with a finer scale on the
lower end.
3.2 ISU HVAC System
At ISU we have a district energy system where the ISU Utility Enterprise provides electricity,
heating, and cooling utility services to the university buildings on campus. Steam and chilled water
are produced at our central physical plant and then provided to buildings via an underground tunnel
distribution system. The individual buildings use the steam and chilled water for space heating,
domestic hot water heating, and air conditioning.
Air handlers or air handling units (AHUs) serve as the main distribution of air to the different
parts of the building. Typically a large building contains multiple air handlers which provide the
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Size Range (gsf) # of Buildings
< 10,001 6
10,001 – 20,000 7
20,001 – 30,000 13
30,001 – 40,000 12
40,001 – 50,000 7
50,001 – 60,000 7
60,001 – 70,000 4
70,001 – 80,000 4
80,001 – 90,000 6
90,001 – 100,000 1
. . . . . .
100,001 – 150,000 18
150,001 – 200,000 5
200,001 – 250,000 4
250,001 – 300,000 2
300,001 – 350,000 3
(b) Frequency table
Figure 2: Graphical and tabular descriptions of building sizes for those on the BAS.
ventilation as well as heating and cooling. There are typically smaller units, called variable air
volume (VAV) boxes, at the room level for additional air distribution. Depending upon system
design, VAV boxes can come with reheat coils for additional heating at the room level. Exterior
rooms will also typically have supplemental heating around the perimeter on the exterior walls.
Figure 3 shows a graphical representation of a mixed air unit with reheat available at the room
level.
A typical classification scheme for air handlers is as follows:
• mixed air or 100% outdoor air
• VAV or constant volume
• dual duct or single supply duct
• single or multiple zones supplied
• room level VAV box or VAV box with reheat
3.3 ISU Building Automation System (BAS)
The building automation system provides control and data collection for a building’s major HVAC
systems. ISU has a fully automated, centralized building automation system from Johnson Controls,
Inc. (JCI). The registered trademark name for the Johnson Controls building automation system
is Metasys R©. In the HVAC controls industry, as is typical in most industries, there is a tendency
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Figure 3: Mixed air system with room level reheat.
to speak in acronyms. We will define and use the acronyms that exist in the Johnson Controls
“language” where they are applicable to ISU’s system.
At ISU we have the Metasys R© Extended Architecture (MEA) building automation system,
which allows us to see older control components in conjunction with the new in one user inter-
face. Sometimes a one-to-one relationship exists between a single piece of equipment and a single
controller. Sometimes a single device controls several pieces of equipment. Other times several
controllers store and execute parts of a sequence of operation for a single piece of equipment.
When most people that interact with the building automation system talk about Metasys R©,
they are referring to the user interface of the Metasys R© system. The user interface is used to
perform a variety of functions, including viewing data and trends, handling alarms, and scheduling
equipment, to name a few. While the BAS has many capabilities, we are most interested in the
7
data being collected and what it can tell us about system performance.
3.3.1 Data Collection
In order to be able to use the data being collected, we need a solid understanding of the physical
systems and their sequences of operation (which include control strategies) that are generating this
data. Without it, we will be unable to determine the critical relationships that exist.
3.3.2 Air Handler Control
The building automation system provides the start/stop control of air handlers by turning them
on/off through a schedule, if applicable. A building will have set air handler operational times,
which typically coincide with the building hours; however, due to certain requirements (e.g. animal
labs, computer servers, research needs) some building systems operate outside the building hours.
When specific rooms in a building need to be scheduled for use beyond the basic building hours,
equipment needed to support these rooms will be operated, while equipment and lighting in other
locations of the building may be off or idle. It is left up to the departments within a building to
decide their building and operational hours.
• Computer & Teaching Labs are scheduled by the department. Extended hours require the
approval of the college Dean.
• General University Classrooms are scheduled by FP&M Room Scheduling.
• Departmental Meeting Rooms are scheduled by the department.
• Exemption Areas are rooms with special requirements and require the approval of the college
Dean.
Some HVAC equipment, such as chillers and boilers, come with their own packaged local con-
trols. When this is the case, at ISU, we do not control this equipment with the building automation
system. The BAS will, at a maximum, turn the unit on/off and monitor an alarm state. The local
control is performed by the equipment’s own packaged controls.
3.3.3 Room Control
The room temperatures are maintained based upon a wall thermostat. In general the thermostat
is not adjustable by the room occupants, but is instead programmed to control the room within
the University energy conservation guidelines.
• During a building’s operational times, room temperatures are maintained in a range that
floats between 70 oF and 76 oF. This strategy is used to minimize the energy required to
operate the building. Between 70 oF and 76 oF, a minimal amount of air is discharged out of
the ceiling louvers. If the temperature falls below 70 oF, the louver discharge air temperature
is increased by a reheat coil located above the ceiling in the room. If the room temperature
rises above 76 oF, the quantity of air increases to cool down the room temperature.
• During a building’s non-operational times, the air handling equipment is normally shut off,
lighting is minimized, and room temperatures are maintained in a range that floats between
8
63 oF and 83 oF. This strategy is used to minimize the energy required to operate the building.
During this time, a few strategically chosen room thermostats are monitored. If one of the
monitored room temperatures falls below 63 oF, the air handler will start up, heat the spaces
to 68 oF, and then shut off again. Similarly, if one of the monitored room temperatures rises
above 83 oF, the air handler will start up, cool the spaces to 78 oF, and then shut off again.
This process repeats as many times as needed during non-operational times.
Some rooms are also equipped with an occupancy sensor to determine if people are in the
space. Typically, these sensors are hanging from the ceiling and may also be connected to
the lighting circuit. When the sensor determines that the room is unoccupied, the lights will
automatically be turned off and the room temperature set point will readjust to float between
63 oF and 83 oF. If a person enters the room, the sensor will turn the lights on and readjust
the room temperature set point to float between 70 oF and 76 oF.
3.3.4 Description of Data Collection
Variables (usually called points or objects in Metasys R©) have data collected and archived in the
historical database only if they are programmed for trending in the Metasys R© system. There are
other variables in the BAS that are used for control, but their data are not collected in the database.
These other variables are out of scope for this work.
The Metasys R© system classifies variables into two categories: binary or analog.
• Binary inputs or outputs have binary 0/1 data values and can take on one of two possible
states. These are collected by change of state or status. An alarm state will also create
a sample. Additionally, data are collected if they are unreliable or oﬄine. An example of
a binary input is a differential pressure switch. An example of a binary output is a motor
start/stop relay.
• Analog inputs or outputs have continuous data values. These are collected every 15 minutes as
is the standard; however, this can be changed depending on the trend definition in Metasys R©
for each particular variable. Data are additionally collected if they are unreliable or oﬄine at
the time of the sample. An example of an analog input is a temperature sensor. An example
of an analog output is a signal to a control valve or damper.
Variables are not tied to any other variables, i.e. data collection for one variable does not trigger
data collection for any other variable.
3.4 Hoover Hall
Hoover Hall, shown in Figure 4, was constructed in 2004 and has approximately 81,817 gross square
feet. It is representative of a typical large academic building housing an auditorium, classrooms,
computer labs, research labs, offices, as well as mechanical and custodial rooms.
The main departments housed or utilizing space in Hoover are shown in Table 2 while Table 3
shows the hours the building is open.
We will start by looking at the whole building, and then begin breaking it down into systems,
subsystems, and components. Figure 5 provides a simplified representation of Hoover Hall’s HVAC
system as a whole, while Figure 6 shows the floor plans for Hoover Hall with air handler supply
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Figure 4: View of Hoover Hall from northwest.
identified by color coding. There are four air handlers that are the major pieces of HVAC equipment
supplying air to the rooms.
Exhaust Exhaust Exhaust Exhaust
Wall Leakage
Air Handling Unit 2 (AHU2)
Air Handling Unit 3 (AHU3) Air Handling Unit 1 (AHU1)
Hoover Hall
Air Handling Unit 4 (AHU4)
Figure 5: Whole building representation of HVAC system for Hoover Hall.
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Figure 6: Air handlers supplying Hoover Hall: first floor (bottom), second floor (middle), third
floor (top).
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Table 2: Hoover Hall space usage by department.
Department Square feet
Engineering Admin 208
ISU Genrl Instr 9405
ISU Genrl Use 322
IT Services 153
Material Sc/Eng 27664
Mechanical Eng 6395
Total allocated sq. ft. for building: 44363
Table 3: Building hours for Hoover Hall.
Monday - Friday Saturday Sunday
Building hours: 6:00 AM - Midnight 6:00 AM - Midnight 7:00 AM - Midnight
3.4.1 System level
Table 4 provides a brief description of the spaces each air handler supplies, along with functionality
and hours of operation. Looking through the table shows air handlers 1, 2, and 3 operate 24/7
all year, while air handler 4 operates when the auditorium is scheduled. Comparing this with
the building hours (Table 3) one can see that Hoover Hall is a building that operates its HVAC
equipment longer than the building is open.
Table 4: General operational information for the air handlers.
Unit Service Area Cool Heat System Type Summer Hours Winter Hours
AHU1 1st, 2nd, & 3rd floor electri-
cal and mechanical rooms
Yes Yes Mixed air sys-
tem with re-
heat
24/7 24/7
AHU2 1st & 2nd floor computer
labs, offices, classrooms, and
conference rooms
Yes Yes Mixed air sys-
tem with re-
heat
24/7 24/7
AHU3 3rd floor laboratories Yes Yes 100% outdoor
air with reheat
24/7 24/7
AHU4 Auditorium, 2nd floor vend-
ing area, janitorial, electri-
cal, and mechanical rooms
Yes Yes Mixed air sys-
tem with re-
heat
Scheduled Scheduled
All four air handlers are HVAC systems with room level reheat. As such, the air handler works
in conjunction with the room for temperature control.
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Air handlers 1, 2, and 4 are mixed air units while air handler 3 is a 100% outdoor air unit. We
will look specifically at the flow diagram for air handler 4 (Figure 7) recognizing that air handlers
1 and 2 are similar.
4 Literature Review
We performed an extensive review of the existing publicly available literature on fault detection
and diagnosis (FDD) methods. Katipamula and Brambley [2005] do a good job of organizing
the different methods, and they created the classification scheme shown in Figure 8. At the one
extreme of FDD methods are those based on detailed physical models of HVAC systems based on
first principles. At the other extreme are black box or completely empirical models based only on
measurement data. These two extremes are rooted respectively in engineering on the one end and
statistics on the other. We believe the best chance for developing an implementable and effective
solution is going to lie somewhere in between the extremes, in a combination of engineering and
statistics. Our research group is well suited for the challenge of finding middle ground as we have
expertise in both disciplines.
5 Methodology
Our knowledge of statistical process monitoring, along with the literature review, leads us to believe
that intelligently deployed statistical process monitoring tools have great potential as an effective
means of fault detection and diagnosis. Different monitoring methods provide the ability for de-
tecting changes that occur over short time periods (e.g. from abrupt failures), as well as those
that occur over long time periods (e.g. from gradual performance degradation). We intend to ex-
pand on the idea of monitoring by leveraging relationships that exist between sensors, controllers,
equipment, and systems.
We want to keep the basic methodology simple, utilizing control charts and regression analysis.
The physical (engineering) view comes into play in determining what kinds of variables are to be
treated simultaneously for what purposes, i.e. what to monitor for a particular physical hierarchy of
HVAC system components. In the end, our methodology becomes a battery of multivariate control
charts, carefully thought out and chosen in relationship to system structure, with the ability to
adapt to mode of system operation and environmental factors, such as weather and load changes.
We will consider hierarchies based on spatial or systemic proximity. Examples are the relation-
ships between data streams for components on the same control circuit, between components in
similar locations in a building, and between types of components.
Before ongoing system monitoring, data screening is necessary. This will use the same hierar-
chies used for monitoring applied on a narrower time frame. System experts / engineers will look
at short term variabilities, looking for outliers and removing identifiable causes for these. If none
exist, then we are going to depend on means, variabilities, and correlations to represent “standard”
system behavior. We will then train our detection schemes on these operational data determined
to be from normal operation. The key to our methodology will be appropriate choice of hierarchies
of workable and effective sizes. (Simultaneous consideration of all data streams will fail for lack of
adequate training data, while individual consideration of single streams will fail to use important
relationships between system variables and severely limit potential effectiveness of a monitoring
system.)
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Figure 8: Classification scheme for FDD methods. Source: Katipamula and Brambley [2005], page
9, figure 2 - used with the author’s permission.
This methodology will provide a way for detecting problems an existing HVAC system has,
whether or not those should exist as the system was designed or appears “on paper”. This method-
ology may also be able to help resolve HVAC issues that appear when rolling out a new capital
project or when performing an HVAC system upgrade. This work has huge potential economic and
environmental impacts world-wide. Short term savings are potentially available by reducing energy
consumption through utilizing smarter control. Long term savings come through monitoring, which
helps identify newly developing areas of energy waste (e.g. as components wear out). Monitoring
provides detection of system problems traceable to myriad possible causes from sensor failure to
equipment wear-out, allowing for quick correction. Preventative maintenance opportunities arise
from detection of evolving system inconsistencies. The reductions in energy consumption and waste
potentially resulting from this methodology support a sustainable future.
6 System Analysis
Our current thinking is that our retrospective (“data mining”) and ongoing process monitoring for
a “standard” HVAC system should be organized around simultaneous attention to the variables in
small- to medium-sized (potentially overlapping) groups, within which physical considerations (of
various kinds of hierarchy) suggest that there should be correlations.
Suppose that the vector of variables represents one such group of variables. (These might
be temperatures in similar rooms, variables associated with one VAV box, etc.) We will have
observations of this vector over time (collected at roughly 15 minute intervals), already in the
database for some long period. We will use these in terms of establishing “expected”/“standard”
behavior of the system.
In fairly small intervals, say 2 hour blocks, we process all to produce sample means, sample
standard deviations, and sample correlations. In theory, we’ve now reduced these data streams to
streams of sample means, sample standard deviations, and sample correlations that describe the
evolution of short term location, spread, and dependence for the variables over time. Taking some
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reasonably small sets of these (4 weeks worth) and aggregating 4 similar days worth of 8-10 AM
blocks at a time, these need to be processed “automatically” looking for serious “outliers”/extreme
values that suggest that in the relatively short period there was some kind of inhomogeneity in
system behavior. Where none are found or explainable physical causes can be identified and data
leading to the outliers removed from consideration, some pooled version of the means, standard
deviations, and correlations can be taken to represent standard patterns of within-block sample
means, standard deviations, and correlations. This looking-for-outliers becomes our form of initial
data screening.
Once we have the within-block means, standard deviations, and correlations, we can use them
in the future to essentially ask “is there anything unexpected happening now?” We might either
• group and somehow pool these according to the values of external variables like time of
day, outdoor air temperature, external wind speed, incident solar radiation, etc. and use an
appropriate one of the sets of pooled values to judge the appropriateness of a new set of values
from a block of hours, or
• model the dependence of these in terms of values of external variables and use fitted values
(based on the models) to judge the appropriateness of a new set of values from a block of
hours.
Monitoring considerations:
• How to monitor
– expect rooms of this type behave this way
– show inconsistencies between rooms of the same type
– deal with different kinds of spaces
– deal with same spaces but different locations (offices on third floor vs. first floor)
– expect same system to affect various rooms
– deal with different kinds of sensors
• What statistics to use
– CUSUM of Hotellings T2 statistic
– CUSUM of chi-squared statistic
– multivariate control chart statistic
– huge number of CUSUMs with extra precision (supplemental Shewhart limit) that a
crazy value will trigger
• What to watch for (1)
– close enough to target
– wide disparity in spaces of a given type
– logic doing what its supposed to
– make sure not missing things like something breaking
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• What to watch for (2)
– one space at a time
∗ watch CUSUM for deviation from setpoint
– similar spaces
∗ breaking of a correlation (offices should be doing same thing)
∗ breaking of a cross-correlation (system says speed something up - go back later and
nothing happened)
– control mechanisms
∗ lagged cross correlation
• What to expect for results
– send signals that alert to something gone wrong, such as:
∗ usual relationship between air handler 1 and 2 not correct (go find problem)
∗ one sensor drifting relative to another (replace bad sensor)
∗ ...
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